NHOOPMALIMOHHASA ITAMSATKA JJIA OBYYAIOIIIUXCA
C Ka)XJpIM I'0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIBIIIE, a INKOJIbHUKU OTHU U3 CAMBIX
aKTMBHBIX IoOJb30Baresied Pynera. Mexny TeMm, NOMMMO OrPOMHOIO KOJHMYECTBA
BO3MOXKHOCTEH, HHTEPHET HECeT U MpoOieMbl. JTa MaMATKa JOJDKHA TOMOYb Tebe 6e301acHo
HaXOJWUTHCS B CETH.
Komnvromepnuie eupycot

KoMmbploTepHblli  BUPYC - 93TO Pa3’HOBUIHOCTH KOMIIBIOTEPHBIX  IPOTPAMM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOHM SIBIISIETCS CHOCOOHOCTh K pa3MHOXKeHHio. B
JIOTIOJTHEHUE K 3TOMY, BUPYCHI MOTYT TOBPEIUTH WIIM TOJHOCTBIO YHUUTOXUTH BCe (pailibl 1
JaHHbIE, TIOAKOHTPOJIbHBIE TI0JIB30BATENI0, OT UMEHU KOTOPOIo ObuUIa 3allyllleHa 3apaKeHHast
[porpamma, a TakKe IIOBPEIUTh WIIU JaKe YHUUYTOKUTH OIEPALMOHHYIO CUCTEMY CO BCEMH
¢aitnamu B 1esioM. B 601bIIMHCTBE CllyyaeB pacpOCTPAHAIOTCS BUPYCHI Uepe3 HHTEPHET.
Memooul 3auiumsl 0m 6pedOHOCHBIX RPOZPAMM:

e licnosb3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIIUE CEPbE3HBIN YPOBEHb
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM;

e [locrossHHO ycTanaBnuBail moytH (UUGPOBBIC 3aIIATKH, KOTOPHIE AaBTOMATHUECKH
YCTaHABJIMBAIOTCA C LEIbI0 J0pPa0OTKH IMPOrpaMMbl) U JIpyrue OOHOBJIEHMSI CBOEH
oTepanMoHHOl cuctembl. CKauMBail MX TOJIBKO ¢ O(UIIMATBHOTO caliTa pa3paboTunka
OC. Ecnu cyuiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIJIEHUS, BKJIIOUH €I0;

e PaloTail Ha cBOEM KOMIIBIOTEPE IO/ MpaBaMU I0JIb30BaTEINIS, a HE aJIMUHUCTPATOPA.
OTO0 HE 03BOJUT OOJILIIMHCTBY BPEJOHOCHBIX MPOrPaMM MHCTAJIIMPOBATHCS HA TBOEM
IIEPCOHAIIBHOM KOMIIBIOTEPE;

e licnosb3yil aHTUBHPYCHBIE MPOrPAMMHBIEC IPOAYKTHI U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBIJIEHHEM 0a3;

e OrpaHuyb GU3NYECKUH TOCTYI K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIUIL;

e lcnonp3yil BHENIHWE HOCUTENN MH(OpMAINK, TaKue Kak (hiielka, JUCK Wi ¢dailn u3
UHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOUYHUKOB;

e He oTkpsIBail KOMIbIOTEpHBIE (ailiibl, HOTYYEHHbIE U3 HEHAIC)KHBIX HICTOUHUKOB.
Haxe Te ¢aitnbl, KOTOpble MpHUCIaN TBOM 3HAKOMBIN. Jlydie yTouHH y Hero,
OTIIPABIISUI JIM OH TeOe uX.

Cerun WI-FI

Wi-Fi - 3T0 He BUJI Iepeauu JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIL OpeH 1, Mapka. Eie B
1991 romy Huaepnanjickas kommaHusi 3apeructpupoBaia Opena "WECA", uro o6o3naudano

cinoBocodetanue 'Wireless Fidelity", koTopsrit mepeBoauTces Kak "6ecrpoBogHas TOUHOCTS'.

Jlo Hamero BpeMmMeHM Jouuia JApyras abOpeBuaTypa, KOTopas sBISIeTCS Takoil ke

TexHosorueil. 1o abbpeBuarypa "Wi-Fi". Takoe HazBaHue OBLIO JJaHO C HAMEKOM Ha CTaHAApT

BhIcuIel 3ByKkoBoi TexHUKH Hi-Fi, uTo B mepeBoie 03Ha4yaeT "BbICOKasi TOYHOCTH'.

Ja, OecrulaTHBIF HMHTEpHET-IOCTYN B Kade, OTeIsIX U a’porloprax SBISETCS OTIMYHON

BO3MOJXHOCTBIO BbIXOJa B MHTCPHCT. Ho muorue 9KCICPTHI CHUTAXOT, YTO O6U_ICI[OCTYHHBIC Wi-Fi

CETH He SBISIOTCS 0€30TaCHBIMH.
Cosembl no 6ezonacnocmu pabomel 6 ooueoocmynnuix cemsax Wi-fi:

e He nepenaraii cBoto nuuny0 nHpopmanuo yepes obmenoctynusie Wi-Fi cetu. PaboTtast B

HUX, KCJIAaTCIIbHO HC BBOAUTD MMAapOJIK JOCTYyIIA, JIOTHUHBI U KAKHC-TO HOMEPA,

e lcnonp3yii u OOHOBISM AaHTUBUPYCHBIE IMporpamMmbl M OpaHamayep. Tem camMbIM Thl

o0e3omacuiib ceds 0T 3aKaYKU BHUPYyCa Ha TBOE YCTPOUCTBO;

e [lpu ucnonp3oBanuu Wi-Fi otkmoun ¢pyaknmro "OO6mumil 1ocTymn K daiaaM u mpuHTepam'.



Jannaast GyHKIUS 3aKpBITA TI0 YMOJTYaHHUIO, OJHAKO HEKOTOPBIC TOJIB30BATEIN AaKTUBUPYIOT
ee /Ui ya1o0CTBa NCIIOIb30BAHUS B paboTe UK yuebe;

e He ucnonb3yii myoamunasii WI-FI ayis nepenayun Tu4HBIX JaHHBIX, HAPUMED IJI BbIXO/a B
COLIMAJIbHBIEC CETH UIU B 3JIEKTPOHHYIO TOYTY;

e lcnonw3yii TosbKoO 3amntuiieHHoe coeauHenue yepe3 HTTPS, a ne HTTP, T.e. npu Habope
BeO-aapeca BBoau uMeHHO "https://";

e B moOuibsHOM Tenedone otkmoun pyakmuro "[loaxmouenne k Wi-Fi aBromatnuecku". He
JIOTMyCKall aBTOMaTH4YeCKOro MOAKII0OUEHUs ycTpoicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacus.

Coyuanvusvle cemu
ConuanbHble CETH AaKTHUBHO BXOJSAT B Hally >KU3Hb, MHOTHE JIIOJM pabOTalOT M KUBYT Tam
NOCTOSIHHO, a B Facebook ysxe 3apeructpupoBan MUJITHAP]] YEIOBEK, UTO SBISETCS OJHOM CebMOM
BCEX JKUTeNeH m1aHeTbl. MHOTHE MOIb30BaTENN HE TOHUMAIOT, YTO HH(OpMAIIHs, pa3MeIeHHast MU
B COLMAIBHBIX CETSIX, MOXET OBbITh HalJeHa W WCIOJb30BaHA KEM YyroJHO, B TOM YHCIIE HE
00s13aTeNIbHO ¢ OJIarMMU HAMEPEHUSIMH.
OcHogHble cogembl nO 0€30NACHOCMU 8 COUUAILHBIX CEMAX:

e OrpaHnyb CHHUCOK Jpy3el. Y TeOs B JAPY3bsSX HE JOJDKHO OBITH CITYYAWHBIX U HE3HAKOMBIX
JIIOJIEH

e 3Sammiail CBOI YacTHYIO XKu3Hb. He ykaspiBail maponu, TenedoHbl, aapeca, JaTy TBOETO
POXACHUS U APYTYIO JTHUHYIO0 HH(OPMAIHIO. 3II0YMBIIUIEHHIKH MOTYT HCIIOJIb30BaTh JIaxke
UH(OPMAIIHIO O TOM, KaK ThI U TBOH POJIUTEIIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

e 3Sammiail CBOIO penmyTaluio - Jep>KU €€ B YUCTOTE U 3ajaBail cebe BOmpoc: XoTen Obl ThI,
YTOOBI ApyTUe MOJIb30BATENN BUAEIH, YTO ThI 3arpyxaeiub? [logymaii, mpexae 4yeMm 4To-To
OonyOJIMKOBAaTh, HAIUCATD U 3arPy3UTh;

e FEciu Tbl TOBOpULIBL C JIHOJbMHU, KOTOPBIX HE 3HACIllb, HE MCMOJb3YH CBOE pealbHOE UMS U
JIPYTYIO JIMYHYIO HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO YUeOBbI U IIpoUee;

e 136erait pasmemenus dotorpaduii B MHTEpHETE, T/Ie THI M300pakeH HA MECTHOCTH, MO
KOTOPOM MO>KHO OIPENEIUTH TBOE MECTOIIOJIOKEHHUE;

e [Ilpu perucrpanuu B COLUAIBHONH CETH HEOOXOJIMMO HCIIOJNB30BaTh CJIOXKHBIE MapOJIH,
cocrosimue u3 OyKB U UQP U C KOTUIECTBOM 3HAKOB HE MEHee §;

e JIns conpanibHOM ceTH, MOYThI U APYTUX CaiTOB HEOOXOAMMO MCIIOIb30BaTh Pa3HbIe MapOIH.
Torma ecnu Te6s B3IOMAIOT, TO 3TIOYMBIIUIEHHUKH MOJIYYaT JOCTYI TOJIBKO K OTHOMY MECTY,
a He BO BCE Cpazy.

DJIeKTPOHHBIE IeHbI'H

DJNEeKTpOHHBIE NEHBIM - 3TO OYEHb YAOOHBIM crMOco0 myaTexei, OJHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPbIE XOTAT MOJTYYUTh 3TH JI€HbIU.

DONEeKTpPOHHBbIE JEHBbIU MOSBUIUCh COBCEM HEJABHO W HMMEHHO H3-3a 3TOrO0 BO MHOTHUX
rocyapcTBax 0 CUX IMOpP He IPOMUCAHO PO HUX B 3aKOHAX.

B Poccun e oHu QYHKIIMOHHUPYIOT U O HUX YK€ MPOMHCAHO B 3aKOHE, /1€ UX pa3elisioT Ha
HECKOJIbKO BHJIOB - aHOHWMHBIC U HE aHOHWMHBIE. Pa3HWIIa B TOM, YTO aHOHMMHBIC - 3TO TE, B
KOTOPBIX pa3penraercs MpOBOUTE Onepauu 0e3 uIeHTU(PUKALIUY TT0JIh30BaTeNsl, 2 B HEAHOHUMHBIX
uACHTU(DHUKAIIS TOTH30BATENS SBISETCS 0053aTENHHOM.

Takxe cienyeT pa3iandarh JJIEKTPOHHBIE (PUATHBIE NEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIlOTaM) U
DIIEKTPOHHBIC HEPHUATHBIE IEHBI'H (HE PaBHBI TOCYJapCTBEHHBIM BAIIIOTaM).
Ocnosnbvle cogemol no 6e30nacHoil padome ¢ 31EKMPOHHLIMU OCHbZAMU:

e [lpuBsoku k cyery MOOMJIBHBIA TeneoH. DTO caMblii yHOOHBIM M OBICTPBIA CrOCOO
BOCCTAaHOBUTH JIOCTYN K cuery. IlpuBs3aHHbIi TenedoH MOMOXKET, eciau 3a0yAeulb CBOU
TJIATEKHBIN MapOJIb WU 3ailIeIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;



e lcnonp3yii omHOpa3oBbie mapou. [locne nmepexona Ha YyCUIICHHYIO aBTOPHU3AIIUI0 TEOE yiKe
He Oy/IeT yrpoXaTh OMAaCHOCTb KPa)XH UJTU MepexBara MIaTeKHOTo MapoJis;

e Bribepu cnoxusbiii mapons. [IpectynHukam OyneT HE MPOCTO yraaaTh CIOXHBIN Mapodb.
Hanexxublie mapoiu - 3To napoiu, KOTOphIe CoepKaT He MeHee § 3HAKOB U BKIIIOYAIOT B ce0s
CTPOYHBIE U MPOIMHUCHBIE OYKBBI, U(PHI U HECKOJIBKO CHMBOJIOB, TAKHME KaK 3HAK J10JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HAK U T.11. Hapumep, $tROng!;;

e He BBOJM cBOUM JIMUHBIE JaHHBIE HA CAiTaX, KOTOPHIM HE JJOBEPSEIIb.

Inekmponnas nouma
DJIEKTPOHHAs IIOYTA - 3TO TEXHOJIOTHUS U MPEIOCTABISIEMBIE €H0 YCIYTH IO MEPECHUIKE U MOTYYEHHUIO
JJIEKTPOHHBIX COOOIIEHUI, KOTOpbIE pacHpeleNsitoTcsl B KOMIbIOTEpHOH ceTH. OOBIUHO
AIIEKTPOHHBIN OYTOBBIN SIIIUK BBITISIAUT CIEAYIOLUIMM 00pa3oM: UMsI_TOJIb30BaTESI(@UMS_JIOMEHA.
Taxoke KpoMe nepesadn IpocTOro TeKCTa, UMEETCsi BO3MOXKHOCTD IepeaBarh (aiiibl.
OcHogHble cogembl no 6e30nacHoil padome ¢ 31eKMPOHHOI NOUYMOUL:

e Hano BbIOpaTh NpaBUIBHBIM MOYTOBBIA CEpBHC. B HHTEpHETE €CTh OrPOMHBIA BHIOOD
OecIIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlIE€ JOBEPATh TEM, KOI'O 3HAELIb U KTO IEPBbII
B PEUTHUHTE;

e He yka3piBail B JMuYHOM mouTe NWYHYIO HHpopMmaruio. Hampumep, nydiie BbIOpaTh
"My3bIKanbHBIN _(aHaT@" uan "pok2013" BMecTo "Temal3";

e lcnonp3yil IBYX3TalHYyO aBTOPU3ALMI0. DTO KOrJAa MOMHUMO MApOJisi HY’KHO BBOJUTH KO,
npuchUIaeMbiil o SMS;

e Bribepu cloXHBIN Maposib. J{JIsl KaX10T0 MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM HAJC)KHBIN,
YCTOMYUBBIN K B3JIOMY I1apOJIb;

e FEcim ecTb BO3MOXKHOCTh HAalMCAaThb CaMOMY CBOM JIMYHBIA BOIPOC, HUCIOJIB3YH 3Ty
BO3MO>KHOCTb;

e licnosb3yil HECKOJIBKO NTOYTOBBIX SIIMKOB. [IepBBIil 111 4aCTHOM NMEPENUCKHU C aipecaTaMu,
KOTOPBIM ThI JOBEPSAEIIb. DTO IEKTPOHHBIN a/Ipec He Ha/l0 UCIOIb30BaTh PU PETUCTPALIUU
Ha popyMax M caiTax;

e He orkpeiBail ¢aiinibl U Ipyrue BIOKEHHS B NMHUCbMax, Aa)K€ €CIM OHU MPUIUIM OT TBOMX
npy3eit. Jlydiie yTouyHu y HUX, OTIPABIISIIN T OHU TeOe 3TH (ailiibl;

e [locne okoHuaHHs pabOThI HAa OYTOBOM CEPBUCE MEpel 3aKPHITUEM BKIJIAJKH C CaiiTOM He
3a0yap HaxaTh Ha "Beriitu".

Kubepoynnunz unu eupmyanvnoe u3zoeeamenscmeo
KubepOymiuHr - mpecienoBaHUE COOOLIEHUSIMHU, COJEPXKAIIUMU OCKOPOJIEHMS, arpeccuio,
3allyTHBAHUE; XYJIUTAHCTBO; COIMAIbHOE OOWKOTHMPOBAaHME C IMOMOUIbIO Pa3IMYHbIX HHTEPHET-
CEPBHCOB.
Ocnosnvle cogemul no 60pvoe c KubepoOyIIUHZOM:

e He Opocaiicst B 60ii. JIyummuii crmoco6: MOCOBETOBATHCS Kak ce0sl BECTH M, €CJIM HET TOTO, K
KOMY MOXXHO OOpaTHTbCs, TO BHauyajle YCIOKOMTbCA. Ecium Thl HayHelmIb OTBEYaThb
OCKOPOJICHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle OOJIbINe Pa30XiKellb KOH(IUKT;

e Vmpanisiii cBoell kubeppemyraiuei;

e AHOHUMHOCTH B ceTH MHUMasi. CyIIeCTBYIOT CITIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

e He crout BecTu Xynuranckuii oopa3 BUPTyanbHOH xu3HU. IHTEpHET QUKCHpYET Bce TBOU
JIEHCTBUSI M COXPAHSIET MX. Y JAIUTh UX OyJeT KpaiiHe 3aTPyIHHUTEIBHO;

e Cobmozaii CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

e Ur”opupydh enuHW4HBIA HeratuB. OJIHOPa30BbIE OCKOPOWTEIbHBIC COOOIICHHS JIydIle



UTHOpUpPOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTa M,

e ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMHU COOOIIEHUSIMH, B COLIUANIBHBIX CETAX
€CThb BO3MOKHOCTbh OJIOKHPOBKH OTIIPABKU COOOIIEHUH € ONpeIeIEHHBIX aJpecoB;

e Ecnu TeI cBUzeTens kubepOyuimHra. TBOM AEHCTBUS: BBHICTYIIUTh NMPOTUB IMpPECe10BaTes,
[I0Ka3aTh €My, YTO €ro JAEHCTBHs OLICHUBAIOTCS HETaTUBHO, MOAJEPXKATh )KEPTBY, KOTOPOH
HYXHa IICUXO0JIOIHYecKast IOMOIIb, COOOILUTh B3POCIBIM O (DAKTe arpecCUBHOIO MOBEICHHUS
B CETH.

Moounvnoiit menegon
CoBpeMeHHbIE cMapT(HOHBI U MIIAHILIETHI COACPKAT B ce0e BIIOIHE B3POCIIbIA ()YHKIIMOHAT, U TENEPh
OHHM MOTYT KOHKYPHPOBATh CO CTaIllMOHAPHBIMU KoMmIbioTepamu. OHAKO, CPEJCTB 3aIlUTHI IS
NOJOOHBIX YCTPOMCTB MOKA OYEHb Majlo. TeCTHPOBaHUE U MTOKUCK YA3BUMOCTEW B HUX IPOUCXOANT HE
TaK UHTEHCUBHO, Kak 1y [1K, To ke camoe kacaercss © MOOMIIBHBIX MPUIIOKEHUH.
CoBpeMeHHbIE MOOUIIBHBIE Opay3epbl yXke NMPaKkTHUECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupeHue (GpyHKIMOHAJa BlIeYeT 3a c000i OOJIBbIIYIO CIOXKHOCTh M MEHBILYIO 3alUIIEHHOCTb.
Jlanexo He Bce MPOM3BOAUTEINN BBITYCKatOT OOHOBJIECHUS, 3aKPBIBAOLINE KPUTHUECKUE YA3BUMOCTH
JUIsl CBOMX YCTPOMCTB.
OcHogHbie cogempl 015 6€30nACHOCMU MOOUIbHO20 menedona:

e Huuero He sBisieTcs Mo-HacTosAlleMY OecraTHbIM. byab OCTOpoXkeH, Beab Koraa Tebe
IpeJIaraioT

e OecIIaTHBIM KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO IIJIATHBIE YCIYIH;

e Jlymaii, mpexae ueM otrpaButs SMS, doto wmu Buneo. Tel TOUHO 3HaEIb, TIe OHU OyIyT B
KOHEYHOM HUTOre?

e Heo0xoanMo 0OHOBIATE ONEPATMOHHYIO CHCTEMY TBOETO CMapT(OHA;

e lcnonp3yit aHTUBUPYCHBIE POTPAMMBI JJIs1 MOOMIIBHBIX TeJIe(hOHOB;

e He 3arpyxail mpuioXXeHHMs OT HEU3BECTHOIO HCTOYHMKA, BEIb OHM MOTYT COJepXaTb
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeYeHHE;

e [locne Toro Kak Thl BBIHEIID C CaliTa, I/1€ BBOJWII JINYHYIO MHPOPMAIIHIO, 3aiI1 B HACTPONKU
Opaysepa u ynanu cookies;

e [lepuonnyecku mpoBepsi, KaKue MJIaTHBIEC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

e JlaBaii cBOM HOMEp MOOMJIBHOIO Tejae(poHa TOJBKO JIOASIM, KOTOPHIX Thl 3HAEIIb U KOMY
JIOBEPSICIIh;

e Bluetooth nomxkeH ObITh BBIKIIIOYEH, KOT/Ia Thl UM He mouib3yemibcs. He 3a0biBait mHOT 1A
HPOBEPSATH 3TO.

Online uzpuot
CoBpeMeHHbBIE OHJIAHH-UTPHI - ATO KPAaCOUYHBIC, 3aXBaTHIBAIOIINE pPa3BIICUYCHUS, OOBEIUHSIONINE
COTHH TBICSY YEJOBEK 10 BceMy MHpPY. MTpOKH HCCIEAYIOT TaHHBI UM MHUp, OOMIAOTCS APYT C
JPYTOM, BBITIOJHSIFOT 33aHUsI, CPAKAFOTCS C MOHCTPAMH M TIOJTYYArOT OIBIT. 3a YIOBOJIBCTBAE OHH
IUIATAT: MOKYTAIOT AUCK, OIUIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OMIIHH.
Bce atu cpenctBa uiayT Ha MOAJEp)KaHME M Pa3BUTUE UIPHI, a TaKKe Ha caMy O€30MacHOCTH:
COBEPILEHCTBYIOTCSI CUCTEMBbI aBTOPU3AIINH, BHIITYCKAIOTCS HOBBIE MaT4YH (LU(POBBIE 3aIIaTKU IS
POTpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 11o100HBIX UTpax CTOUT OMAacaThCsI HE CTOJILKO CBOUX COMEPHUKOB, CKOIIBKO KPAaXKH TBOETO MapOJIs,
Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3AIIUH OOJBITUHCTBA UTP.
OcHoeHble cosempl no 6e30nACHOCIU ME0e20 UZPOB020 AKKAYHMA:

e Ecnu npyroii urpok BeaeT ceds IIoXo WK co3AaeT Tebe HEMpUsTHOCTH, 3a0JI0KUPYH ero B
CIIMCKE UT'POKOB;

e [loxanyiica agMUHHCTpaTOpaM WIPhl Ha IUIOXOE MOBEJCHHE 3TOT0 UIPOKa, XKEJIATeIbHO



IPWIOKUTH KaKHe- TO I0KA3aTelbCTBA B BUJI€ CKPUHOB;

e He yka3pIBaii TuuHY0 HHGOPMAIUIO B Mpodaise urpsl;

e VBaxall APyruX y4aCTHUKOB I10 UTPE;

e He ycranaBnuBaii HeopumanbHbIe TATYA U MO/IBI;

e llcnonb3yli CIOXKHBIE U PAa3HbIE IAPOJIN;

e Jlasxxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [10Ka ThI urpaems, TBOM KOMIIBIOTED
MOTYT 3apa3UTh.

@UIIMHT WM KPAa’ka JHYHBIX JAHHBIX

OObIYHONM Kpaked JeHer W JOKYMEHTOB CerojiHd y»K€ HMKOIO HE YAMBHIIb, HO C Pa3BUTHEM
MHTEPHET- TEXHOJIOTUH 3JI0yMBIIIJIEHHUKU IIEPEMECTHIINCH B UHTEPHET, U IPOAOJKAIOT 3aHUMAThCS
"1I00UMBIM" IETTOM.

Tak mosiBUJIaCh HOBask yrpo3a: WHTEPHET-MOIICHHUYECTBA MM (PUIIMHT, TJIaBHAs LEJIb KOTOPOTO
COCTOMT B NOJYYEHUH KOH(UICHIMAIBHBIX JAHHBIX I0JIb30BaTENE - JIOrMHOB U maposied. Ha
aHrnuiickoMm s3bike phishing untaercs kak gumunr (ot fishing - ppiOHas noBis, password - maposb).
Ocnosnbvle cogemot no 60pvoe c puumunzom:

e (Cnenu 3a CBOMM akkayHTOM. Eciu Thl mojio3peBaeliib, YTO TBOSI aHKETa Oblja B3jloMaHa, TO
HE00X0IUMO 3a0JIOKUPOBATH €€ U COOOUIUTH aAMUHHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
CKopee;

e lcnonp3yii Oe3omacHble BeO-CaliThl, B TOM 4YHCIIC, MHTEPHET-Mara3uHOB U IOMCKOBBIX
CHUCTEM;

e lcnonp3yil cinokHble W pa3Hble maponu. Takum oOpa3om, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKY [10JIy4aT JOCTYI TOJIbKO K OJJHOMY TBOEMY ITPO(UITIO B CETH, a HE KO BCEM;

e Ecnu 1ebs B3iOMaiu, TO HEOOXOAMMO MpPENyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBieHbl y T€0S B APY3bsX, O TOM, YTO T€0S B3JIOMald U, BO3MOXKHO, OT TBOEIO UMEHU
OyZIeT pacchliaThCsl CllaM U CChUIKU Ha (PUIIMHTOBBIE CalThI;

e VYcraHoBM HajexHbIN mapoib (PIN) Ha MoOMIbHBIH TenedoH;

e OTKiIIOYM COXpaHEeHHe MapoJs B Opaysepe;

e He otkpeiBail ¢ailnbl U Ipyrue BIOXKEHHS B MHCbMax, Aa)K€ €CIM OHM IPUIUIA OT TBOUX
npy3eit. Jlydiiie yTouyHu y HUX, OTIPABIISIN JIM OHU Te0e 3T (aiiibl.

Hugpposas penymavusn
[ludppoBast pemyranuss - STO HEraTWBHAas WM MO3UTHUBHAs HWHpoOpMauus B ceTH O Tebe.
Komnpomerupyromass uHpopmainus, pa3MelleHHass B HMHTEPHETE, MOXKET Cepbhe3HbIM 00pa3oM
OTpa3uThbcs Ha TBOeH peanbHOl xu3HH. "LludpoBas pemyramus" - 3TO TBOM MMMJIK, KOTOPBIHA
bopmupyercs u3 uHbopMauu o Tede B UHTEPHETE.
TBOE MeCTO KHUTEINHCTBA, yueObl, TBOE (PMHAHCOBOE MOJI0KEHNE, 0COOCHHOCTH XapaKTepa U pacCKa3bl
0 OJIM3KUX - BCE ATO HAKAIlJIMBAETCS B CETH.
MHorue noJpoCcTKH JIETKOMBICTIEHHO OTHOCSTCS K MyOJIMKauu Ju4Hoi uHpopmanuu B UuTepHere,
HE IMOHUMasi BO3MOXHBIX MOCeICTBHM. ThI 1axke HE CMOXKEIIb JOTalaThCsl O TOM, YTO doTorpadus,
pasMelleHHas 5 JeT Ha3aj, cTaja MPUYMHON O0TKa3a MPUHATH TeOs Ha paboTy.
KommeHnTapuu, pasmenienue TBoux (otorpaduii u npyrue AeHCTBHS MOTYT HE MCUE3HYTH JaxKe
M0CJIE€ TOTO, KaK Thl MX yJaluIlb. Thl HEe 3Haelllb, KTO COXPAaHHJI 3Ty HH(OpPMAIIHIO, TIOTIaia JIM OHA B
MOMCKOBBIE CUCTEMBI U COXPAHUJIACH JIM OHA, a TJIABHOE: YTO MOAYMAIOT 0 TeOe OKpY:KaroIlKe JIOAH,
KOTOpBIE HAaWAYT M YBUIAT 3T0. HaliTh MHpOpMAIMIO MHOTO JIET CITYCTSI CMOXET JIt000H - Kak u3
JOOPBIX MOOYXIEHHH, TaK U ¢ HAMEPEHUEM NIPUUUHUTD Bpell. DTO MOXKET ObITh KTO YTO/IHO.
OcHogenvie cogemul no 3auume yu@Ppoeoi penymayuu:

e [lomymaii, mpexie ueM 4TO-TO MyOIMKOBATh U MepeaBaTh y ce0s B 6J10Te WK B COLMATIBHOM
CeTH;



e B mnacrpoiikax npoduis ycTaHOBH OTpaHMUYEHHUS HAa IPOCMOTP TBOETO MPOPMIS U €ro
COAEP)KUMOTO, CIIeTal ero TOJbKO "I apy3en";
e He pasmemaii u He yka3biBali HHPOPMAIINIO, KOTOpPasi MOKET KOT0-TMOO0 OCKOPOISATh WIIH
00MXKaTh.
Aemopckoe npago
CoBpeMeHHbIE HIKOJILHUKH - aKTUBHBIE TIOJIb30BaTENIN [IUPPOBOro mpocTpancTBa. OHAKO JaJIeKO He
BCE 3HAIOT, YTO IOJIH30BAHHME MHOTUMHU BO3MOXHOCTSIMU LU(pOBOro Mupa TpedyeT coOIoaeHus
[IPaB HAa UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepmuH "UHTEIUIEKTyalbHAsT COOCTBEHHOCTD' OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSIM 4EJIOBEYECKOTO
yMa, HaYMHAsg C HOBBIX M300peTEeHUIl M 3HAKOB, 00O3HAYAIOIIUX COOCTBEHHOCTh Ha MPOIYKTHI U
yCIOyrd, ¥ 3aKaH4yuBass KHUTaMmHd, (oTtorpadusmu, KuHODUIBMAMH M MY3bIKQIbHBIMU
IIPOU3BEICHUSAMH.
ABTOpCKHE TpaBa - 3TO MpaBa Ha HMHTEIUIEKTYyalbHYI0 COOCTBEHHOCTh HA MPOU3BEICHUS HAYKH,
JUTEpaTypbl U MCKYCCTBA. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE TapaHTHM TOrO, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPyH aBTOpa HE OydeT HampacHbIM, AAacT €My CIpaBeJIUBbIE
BO3MOXXHOCTH 3apaboTaTb Ha pe3yjbTaTaxX CBOEro TpyZAa, MOJYyYUTh M3BECTHOCTb M IPHU3HAHHE.
Hukro Ge3 paspenieHust aBTopa HE MOXKET BOCIIPOU3BOJUTH €0 MPOU3BEICHHUE, paCIPOCTPAHATD,
nyOJIMYHO JI€MOHCTPUPOBATh, IPOJAaBaTh, HMIIOPTHUPOBATh, IyCKaThb B MPOKAT, IMYyOJIUYHO
UCTIOJIHATS, MIOKA3bIBATH/UCTIIONHSTD B dpHpe Wik pazmemaTs B IHTepHeTe.
Hcnonb3oBanue "muparckoro” mporpaMmMHOTO 00ECIEYeHHST MOKET IPUBECTH K MHOTUM PUCKaM: OT
MOTEPU JAHHBIX K TBOMM aKKayHTaMm 10 OJOKHPOBKH TBOETr0 YCTPOMCTBA, IJ€ YCTaHOBIIEHA
HeseranbHas nporpamma. He cTouT Takxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETalbHbIE U O€CIUIaTHBIC
MIPOrpaMMbl, KOTOPbIE MOYXXHO HANTH B CETH.
O nopmane

CereBUYOK.p( - TBOI TTIaBHBINA COBETUMK B CETH. 37€Ch Thl MOXEIIb Y3HAaTh O O€30M1aCHOCTH B CETU
MOHSTHBIM U JOCTYIHBIM $I3bIKOM, @ IIPU BOSHUKHOBEHUHM KPUTHUECKON CUTyalluu oOpaTHTHCS 3a
COBETOM. A Tak)Ke IPUHATH y4acTHE B KOHKYpPCAX U CTaTh CAMbIM LIM(PPOBBIM rPaKIaHUHOM !



